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Today’s conversation

• What is ZT, RBAC, ABAC?

• Why should I care?

• NIST 800-207

• Overview of the various vendor 
approaches

• Next-gen ideas

• What UIC chose and why
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Born out of frustration and filled with unicorn farts
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Overall Network Statistics

2,000+ Network 
Switches
~6,000 
Access 
Points

7,700 VoIP phones

800+

110+ Buildings 108 Routers

1900 Daily 
VPN Users

~41,000 VPN Authentication in 1 year 

~32,000 peak concurrent 
wireless

3 Data Centers

1700+ Emergency
Startel circuits

322 Elevator Call Buttons
220 Silent Startel Buttons

18,500 sq. ft. 
Data Center 
Space

700 Softphone 
Clients

~64,000 Network Ports

1,100 Telephone 
repairs/adds/moves/
changes this year

700 Remaining 
Centrex Lines
to convert to VoIP

2300 Active Centrex 
Remaining

devices

Network 
closets
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What led UIC to modernize their network?

o Technical debt
o Deferred maintenance
o Leadership concerns about 

technology choices
o Historical outages
o Stuck in firefighting mode and 

challenged to step back and think 
strategically

o Institutional change with new goals 
that everyone was concerned might 
not be met by the existing approach
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ZT vs ZTA vs ZTNA

Zero trust (ZT) provides a collection of concepts and ideas designed to minimize 
uncertainty in enforcing accurate, least privilege per-request access decisions in 
information systems and services in the face of a network viewed as compromised. 
Zero trust architecture (ZTA) is an enterprise’s cybersecurity plan that utilizes zero 
trust concepts and encompasses component relationships, workflow planning, and 
access policies. Therefore, a zero trust enterprise is the network infrastructure 
(physical and virtual) and operational policies that are in place for an enterprise as 
a product of a zero trust architecture plan.

- NIST SP 800-207
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CISA’s ZTMM is one of the many paths 
to support the transition to zero trust

CISA Zero Trist Maturity Model v2 Figure 1: ZTMM Pillars
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Focus on the network

Other mechanisms to consider
o WebAuthn
o XDR
o HTTPS
o So many others
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Why Should I Care?
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• Automation & Orchestration

• Analytics (not just metrics)

• Identity-aware, dynamic 
segmentation (RBAC/ZT)

• Policy decision and enforcement 
points + device profiling

• Security fully integrated and 
meets compliance needs

• Easy to add performance

• Everything everywhere, all at 
once!

• Wi-Fi and wired (and 
remote??) are a seamless 
experience

• Cloud extensible

Major Element Design Goals
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What is Zero 
Trust? 800-207 
elements
• Authentication
• Authorization
• Shrinking implicit trust 

zones
• Maintaining service 

availability
• Minimizing temporal delays 

in authentication 
mechanisms

• Access rules are made as 
granular as possible to 
enforce least privileges 
required

NIST SP 800-207: Zero Trust Architecture, page 4
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Core Zero Trust logical components; Source: NIST SP 800-207, Zero Trust Architecture, Figure 2.
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Graphics credit: Extreme NetworksP



Options we’ll discuss
Vendor Exemplars of TypeSolution Type
• Any. This is traditional RBACStandards-based
• Cisco (Trustsec)
• Alcatel-Lucent
• Extreme

Sophisticated DACL

• Aruba
• Firewall vendorsHairpins

• Saife Continuum
• Zscaler
• Firewall vendors acting as VPN concentrators

Proxy

• Tailscale
• OpenZiti
• Zero Tier

Next-gen ideas 
(shadow/overlay networks)

* We are over-simplifying this heavily.
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CONPRO

• May not be able to 
achieve true micro-
segmentation.

• E-W Firewall is 
doing a lot of work.

• Difficult to fit well 
with geographically 
distributed roles.

• Provides comfort to 
people with a more 
conventional 
mindset.

• In most topologies, 
can function with 
distributed depts on 
campus

• Vendor agnostic
• Doesn’t usually 

require a forklift
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CONPRO
• If you don’t already have 

the right switches 
deployed, a lot of 
network equipment 
needs to be replaced to 
achieve the fabric across 
the distribution layer to 
the edge.

• Learning curve for DACL
creation and 
management may not 
be quick to achieve.

• Usually not vendor
agnostic (i.e., you need 
to be ok with vendor 
lock).

• Some implementations 
don’t do multicast well.

• No real firewalling
• DACL management has 

major limitations

• Can usually achieve 
micro-segmentation.

• Well-provisioned to 
manage IoT endpoints.

• Reduces traffic filtering 
load off the E-W 
Firewall.

• Enables opportunities 
for additional network 
analytics.
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PRO
• Endpoint doesn’t require a 

client.
• Can achieve micro-

segmentation.
• Well-provisioned to manage 

IoT endpoints.
• Physical network topology 

irrelevant to RBAC 
functionality.

• Network topology provides the 
opportunity for a small 
number of useful security 
sensors.

CON
• Concentrator is doing all the 

heavy traffic filtering.
• Throughput is limited, 

elephant flows must be routed 
another way.

• Traffic may need to traverse 
campus infrastructure multiple 
times for service access (path 
not optimized).
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CONPRO

• Throughput is limited, 
elephant flows must be 
routed another way.

• Traffic may need to 
traverse campus 
infrastructure multiple 
times for service access 
(path not optimized).

• One more client on the 
endpoint.

• Not all endpoints 
necessarily supported by 
client.

• Licensing structure may
limit supported 
application max.

• Easily scalable to add 
services or users.

• Physical network
topology irrelevant to 
RBAC functionality.

• Quick to provision new 
services behind.

• Moving a service from 
on-prem to cloud can 
become trivial and 
transparent to users.

• For compatible 
endpoints, achieves 
micro-segmentation.

• As a MitM proxy, can 
perform security and 
analytics on traffic.

Proxy RBAC
Overlay with Client

Graphics credit: Zscaler
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What is Tailscale?

Traditional hub and spoke VPN compared with 
Tailscale fully meshed, Layer 3, point-to-point solution
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Tailscale restricts access by SSO users, devices, and groups — not by hostname.
A central role-based access policy determines who is allowed to connect.

Access Control Lists (ACLs)
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Tags let you assign an identity to a device that is separate from human users.
Use that identity as part of an ACL to restrict access.

Access Control Lists (ACL) Tags

Y



Security Sensor 
FriendlyIoT friendly

Distributed 
Firewall at 

Service edge

on-prem 
Concentrator

NG E/W 
Firewall

ACL on fabric 
ingress

Main Firewall 
(N/S)ProxySecure OverlayPEP Location per 

Vendor Solution

XXXXXXCisco Firepower

XXXXCisco TrustSec/SDA

XXXXXXFortinet

XXXXXXPalo Alto Network

XXXXExtreme Networks

XXXXAlcatel Lucent (ALE)

XXZscaler (multiple 
solutions)

XNetskope (proxy)

XXXXAruba - Gateway 
Based

Limitedvia gatewayXTailscale/Headscale

via gatewayXOpen ZiTi

via gatewayXZeroTier
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Why UIC chose the vendor agnostic approach

• Continue to get value for existing 
investment

• Slower migration, don’t need to 
replace the access layer first

• Rapid time to value

• Future flexibility

• Chose to avoid vendor-lock over 
the long haul
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Biggest 
challenges

o PKI (if EAP-TLS)
o Transition 

planning
o Role definitions 

and associated 
firewall rules

o Business/security 
analyst and scaling

o Priority: IoT
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