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End-to-End Diagnostic Discovery Toolkit

An architecture and beta toolkit supporting integrated analysis and diagnosis of
distributed, layered, and interdependent components and systems.

Imagine sitting down at your computer, ready
to submit the grant proposal you've been work-
ing on all weekend with hours to spare before
the noon deadline. You bring up the funding
agency's web site in your browser, add the
appropriate information, and click the submit
button. There's no response. You click again,
and still nothing. Did it get submitted?

Your problem could be caused by perhaps a
hundred different circumstances: maybe the
web site is at fault, maybe there's an interven-
ing firewall, maybe the link is down, or your
document has a virus. How can you quickly
pinpoint the most effective next step as you try
to fix (or work around) the difficulty?

The Diagnostic Challenge

In this scenario, the systems and network are
probably being monitored and collecting log
information, some of which might even pin-
point the source of your problem and indicate
an effective response. The challenge is that the
log information is never written in the language
of the problem There's no log that says "Doug
doesn't know if he submitted his proposal,”

so it's incredibly difficult to map the question
(what went wrong) to the solution (here's what
happened and what you need to do next) , even
in the simplest of scenarios.

So why is this such a hard problem?

® Though there is a lot of log and diagnostic data
being collected, it is seldom managed to enable
access to those who need it, when they need it.

e Campuses typically collect a lot of log and diag-
nostic data, and it's hard to prioritize and focus on
the bits that really matter.

e Often the data that is collected doesn't quite fit
the question you're trying to ask.

The EDDY Solution

The End-to-End Diagnostics Discovery (EDDY) Archi-
tecture provides a framework to begin thinking about
the problem. It does this by defining a way to effec-
tively bring together information about activities and
anomalies in an infrastructure to enable integrated
analysis, research, and audit. Using EDDY-based tools,
a system or network manager could more easily dis-
cover and diagnose problems as they occur, allowing
independent processes to assist in their prediction,
management, maintenance, and circumvention. This
release of the EDDY Toolkit enables early experimen-
tation with semantic possibility and engineering
value in applying this approach.

By itself, EDDY doesn't solve any of the three
problems offered in the section above, but an EDDY-
enabled diagnostic infrastructure in any environment
would provide a significant new opportunity to begin
to address them.
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