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NDSU Overview

• 12,000 Students

• Almost 100 Buildings

• 20,480 Public IPv4 numbers (1 /18 + 1 /20)

• Most VLANs/subnets are /24s (256 IPv4 IPs)

• 20,480 / 256 = about 80 VLANs/subnets
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NDSU Overview
• NDSU IPv6 committee representation

• Network

• Servers

• Desktop 

• Security

• Help Desk

• Research Computing (HPC clusters etc)

• Department early adopters

• EDUTECH (K12)
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NDSU IPv6 Addressing Scheme

• For administrative convenience IPv4 
numbers already contain the VLAN number 
as a component (48 - 127), and IPv6 
numbers will also.

• VLAN 95

• 134.129.95.x/24

• 10.248.95.x/24          IP phones, APs etc

• 2001:4930:95::x/64
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NDSU IPv6 Addressing Scheme

• Where possible the last octet of the IPv4 
number will be the same as the last field 
of the IPv6 number

• VLAN 95

• 134.129.95.122/24

• 2001:4930:95::122/64
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Larger Subnets

• VLAN 52

• 134.129.52.0/23  (512 numbers)

• 134.129.52.116

• 2001:4930:52::116/64

• 134.129.53.116

• 2001:4930:52::1116/64
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Smaller Subnets

• 134.129.112.0/25   (128 numbers)

• 2001:4930:112a::/64

• 2001:4930:112:a::/64

• 134.129.112.129/25   (128 numbers)

• 2001:4930:112b::/64

• 2001:4930:112:b::/64
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Other examples

• DHCP

• Virtual Machines

• IP phones

• Printers, etc
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IPv6 Numbering 
Scheme

• In general we want to encode classification 
info in the first 48 bits of the host portion 
of the IPv6 address, or bits 64 through 112.  
Or in other words the 3 fields before the 
last field in the IPv6 number, as indicated by 
the xs below.

•  2001:4930:95::x:x:x:120
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IPv6 Numbering 
Scheme

• More specifically, to preserve bits for future 
classification, to begin with we will only use 
bits 96  through 112 which is the field 
before the last field.  (The second to last 
field) as indicated by the x in the example 
below.

• 2001:4930:95::x:120  which is short for 
2001:4930:95:0:0:0:x:120
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DHCP

• Include a "d" as the first digit in the second 
to last field to indicate a DHCP number

•  2001:4930:95::dxxx:120

• 2001:4930:95::d001:1

• 2001:4930:95::d001:2

• 2001:4930:95::d001:9999
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DHCP

• 2001:4930:95::dddd:1

• 2001:4930:95::dddd:2

• 2001:4930:95::dddd:9999

• 2001:4930:95::dddd:1

• 2001:4930:95::d999:1

• 2001:4930:95::dfff:1
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Virtual Machines

• Virtual Machines will have a 0 for the first 
digit in the second to last field.  In the 
format indicated below.

•  2001:4930:95::0xxx:120
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Virtual Machines

• VM examples, long and short form

• 2001:4930:95::0001:120  2001:4930:95::1:120

• 2001:4930:95::0002:120  2001:4930:95::2:120

• 2001:4930:95::0999:120  2001:4930:95::999:120

• 2001:4930:95::0fff:120     2001:4930:95::fff:120
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Virtual Machines

• Two Categories of Server VMs (static IP)

• Dual Stack VMs

• IPv6 Only VMs
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Virtual Machines

• Chose a numbering scheme that makes it 
easy to determine from the VM IPv6 
number either

• The IPv4 number of the VM 

• The IPv6 and/or IPv4 number(s) of the 
physical server
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Dual Stack VMs
• IPv6 number of the VM will be based upon the 

IPv4 number of the VM

• Base machine IPv4 address: 134.129.95.10

• Base machine IPv6 address: 2001:4930:95::10

•  VM1 IPv4 address: 134.129.95.20

•  VM1 IPv6 address: 2001:4930:95::1:20

•  VM2 IPv4 address: 134.129.95.50

•  VM2 IPv6 address: 2001:4930:95::1:50
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Dual Stack VMs
• Note that the VM IPv6 addresses are based on 

the IPv4 addresses of the VM machine but have 
some form of 0xxx in the second to last field.  (In 
the examples below it is always 0001 which is 
shortened to 1).

• VM1 IPv4 address: 134.129.95.20

• VM1 IPv6 address: 2001:4930:95::1:20

•  VM2 IPv4 address: 134.129.95.50

• VM2 IPv6 address: 2001:4930:95::1:50
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IPv6 Only VMs 
• The policy for VMs with no IPv4 numbers (IPv6 only) is 

that the VM will be based on the IPv6 number of the base 
machine

• Base machine IPv4 address: 134.129.95.10

• Base machine IPv6 address: 2001:4930:95::10

• VM1 IPv6 address: 2001:4930:95::1:10

• VM2 IPv6 address: 2001:4930:95::2:10

• VM3 IPv6 address: 2001:4930:95::3:10

• VM4 IPv6 address: 2001:4930:95::4:10

• VM999 IPv6 address: 2001:4930:95::999:10

• VMbad IPv6 address: 2001:4930:95::bad:10
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IPv6 Only VMs

• Base machine IPv6 address: 2001:4930:95::333 (no IPv4 
address)

• VM1 IPv6 address: 2001:4930:95::1:333

• VM2 IPv6 address: 2001:4930:95::2: 333

• VM3 IPv6 address: 2001:4930:95::3: 333

• VM4 IPv6 address: 2001:4930:95::4: 333

• VM999 IPv6 address: 2001:4930:95::999: 333

• VMbad IPv6 address: 2001:4930:95::bad: 333
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Portable IPv6 only VMs

• It is possible that in the future we could 
define a third class of VMs, which are VMs 
used in the server subnet and have no IPv4 
number and are meant to be easily moved 
between physical hosts
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Portable IPv6 only VMs
• It has not been discussed in full so this is 

just an example, not policy, but we could 
use a format of 1xxx in the second to last 
field to classify a portable IPv6 only VM.

• VM1 IPv6 address: 2001:4930::1000:1

• VM2 IPv6 address: 2001:4930::1000:2

• VM3 IPv6 address: 2001:4930::1000:3

• VM4 IPv6 address: 2001:4930::1000:4
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Something to consider
• There are a lot of numbers in the last 64 bits of 

the IPv6 address.  They could be used for things 
beyond administrative convenience. 

• You could use patterns in the last 64 bits to 
group devices rather than using VLANs.  That 
could allow access lists at your border to apply 
to only certain devices.

• For example set all IP phones to have f000 in the 
second to last field 

• 2003:4930:95::f000:100
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Geographical
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134.129.0.0/17

134.129.128.0/17

165.234.0.0/17

165.234.128.0/17



Geographical
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134.129.0.0/17

134.129.128.0/17

165.234.0.0/17

165.234.128.0/17

2001:4930::/36

2001:4930:1000::/36

2001:4930:8000::/36

2001:4930:9000::/36



Geographical

• We briefly considered dividing our campus 
IPv6 numbers geographically 
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CAMPUS MAP
N O R T H  D A K O TA  S TAT E  U N I V E R S I T Y

M7 90 Thompson Hall
E14 91 University Village
M9 92 Weible Halls (North and South)

SELECTED OFFICES

S11 14 Admission (Ceres Hall)
T10 50 Business Office (Old Main)
S11 14 Career Center (Ceres Hall)
S11 14 Counseling Center - Disability Services (Ceres Hall)
L11 81 Dining Services (Bison Court)
T10 50 Human Resources (Old Main)
R6  73 Parking Office (Thorson Maintenance)
S11 14 Registration and Records (Ceres Hall)
L11 81 Residence Life (Bison Court)
T10 50 Student Affairs (Old Main)
S11 14 Student Financial Services (Ceres Hall)
U5 8 Student Loan Services (Auxiliary Enterprises)
U5 8 University Police (Auxiliary Enterprises)
R9 43  Varsity Mart (Memorial Union)

S8 1 Agricultural and Biosystems Engineering
R11 2 Alba Bales House (Family Studies Institute)
D1 3 Alien Technology
S12 4 Alumni, Development Center
J1 5 Animal Nutrition and Physiology Center/Safety Office
P9 6 Architecture and Landscape Architecture
  Art (see NDSU Downtown)
U7 7 Askanase Hall (Little Country Theatre) (Reineke Fine Arts Center)
U5 8 Auxiliary Enterprises (University Police)
O11 9 Bentson/Bunker Fieldhouse (Athletics, HNES, ROTC)
G7 10 Biosciences Research Laboratory
G11 11 Bison Sports Arena (Athletic Media Relations, Athletics, Campus  
  Recreation/Intramural, HNES)
B5 12 Candlewood Suites
V13 13 Center for Technology Enterprises
S11 14 Ceres Hall—(Admission, Career Center, Cooperative Education,  
  Counseling Center - Disability Services, Financial Services,  
  International Programs, Multicultural Student Services, Orientation  
  and Student Success, Registration and Records, TRIO Programs)
09 15 Civil and Industrial Engineering
09 16 Construction Management
V9 17 Credit Union (Northland Educators)
V5  18 Criminal Justice and Public Policy (1616 12th Ave. N.)
G9 19 Dacotah Field
O9 20 Dolve Hall (Mechanical Engineering)
R8 21 Dunbar Laboratories (Chemistry)
Q10 22 E. Morrow Lebedeff Hall (Human Development and Education)
P10 23 Ehly Hall (Architecture and Landscape Architecture)
P8 24 Electrical and Computer Engineering
P9 25 Engineering Center
O9 26 Engineering Quonset
Q8 27 Engineering and Technology
  Equine Center (3 miles west of campus on 19th Ave. N.)
V13 28  Graduate Center
Q9 29 Katherine Kilbourne Burgum Family Life, 4-H Center (Education)
S6 30 Harris Hall (Cereal Science)
Q6 31 Hastings Hall (Herbarium)
T7 32 Heating Plant
R7 33 Hultz Hall (Animal and Range Sciences, Entomology)
Q7 34 Industrial Agriculture and Communications Center (Computer  
  Network, Computer Science, Industrial Agriculture, Information  
  Technology Services, Upper Great Plains Transportation Institute)
Q2 35 Johansen Hall (Seed Research, State Seed Dept.)
R8 36 Ladd Hall (Chemistry)
U9 37 Library
N2 38 Living Learning Center
O7 39 Loftsgard Hall (Biochemistry, Plant Sciences)
S5 40 Lord and Burnham Greenhouses
R13 41 Lutheran Student Center
R5 42 Maintenance Buildings
R9 43 Memorial Union (Varsity Mart)
S10 SU Metered Parking Lot
T7 44 Minard Hall (Arts, Humanities and Social Sciences)
S7 45 Morrill Hall (Ag Communication, Agribusiness and Applied  
  Economics, Agricultural Administration) (Document Publishing  
  Center)
U6 46 Music Education Building (Festival Concert Hall) (Reineke Fine  
  Arts Center)
  NDSU Downtown, 650 NP Avenue 
  (Architecture and Landscape Architecture, Tri-College, Visual Arts)
S10 47 C.I. Nelson Building
S6 48 Northern Crops Institute
R3 49 Northern Crops Science Lab (sugar beets, sunflowers)
T10 50 Old Main (Administration, Business Office, Student Affairs,  
  University Relations)
E3 51 Phoenix International
S2 52 Plant Sciences Greenhouse
T13 53 Post Office
T4 54 Potato Research-Pesticide Storage
T12 55 President’s House
U10 56 Putnam Hall (Business)
E4 57 Research I
D4 58 Research II
E3 59 Research and Technology Park
M8 60 Residence Dining Center
T6 61 Residence Life Facility Services
O4 62 Robinson Hall (Veterinary Research)
N4 63 Service Center, Pilot Plant
O7 64 Shepperd Arena
A11 65 Skills and Technology Training Center
T9 66 South Engineering (Physics)
P6 67 Stevens Auditorium
P6 68 Stevens Hall (Natural Sciences)
V12 69 St. Paul’s Chapel (Newman Center)
N8 70 Sudro Hall (Nursing, Pharmacy)
S4 71 Sugar Beet Research
V7 72 Thordarson Hall (Independent Study)

R6 73 Thorson Maintenance Center (Campus Parking,  
  Facilities Management)
T14 74 United Campus Ministry 
P4 75 Van Es (Microbiological Sciences, Vet Science)
O6 76 Waldron Laboratory (Agriculture, Soil Testing  
  Lab, Statistics)
N7 77 Walster Hall (Agriculture)
P2 78 Wellness Center (YMCA of NDSU)
L6 79 West Dining Center
O6 80 Wiidakas Lab (Corn Seed House, Plant Sciences)

HOUSING UNITS

L11 81 Bison Court 
U10 82 Burgum Hall
Q11 83 Churchill Hall
S10 84 Dinan Hall
N2 38 Living Learning Center
M6 85 Pavek Hall
L8 86 Reed-Johnson Halls
L6 87 Seim Hall
L7 88 Sevrinson Hall
N11 89 Stockbridge Hall
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Geographical

• But we quickly decided that it was more 
useful to have the IPv6 address be based on 
the existing VLANs and IPv4 addresses.
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