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IdMIdM Lifecycle Framework for MultiLifecycle Framework for Multi--
Institutional VOInstitutional VO
Matrix to address policy & technical issuesMatrix to address policy & technical issues
An example using the GPN grid test bedAn example using the GPN grid test bed
Gaps and impediments in existing Gaps and impediments in existing 
middleware structuresmiddleware structures
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Collaboration Id Life-Cycle

From Bright Idea to Concrete Implementation: The Identity Management Life 
Cycle for Consortia, Educause 2005
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The Great Plains Network The Great Plains Network 
(GPN)(GPN)

RegionRegion--Wide Collaboration Wide Collaboration 
EnvironmentEnvironment



NSF/CRCC 04/27/06NSF/CRCC 04/27/06 GPN Regional VOGPN Regional VO 66

BackgroundBackground

7 States in region (AR, KS, MO, ND, NE, OK, SD)7 States in region (AR, KS, MO, ND, NE, OK, SD)
GPN connected all states to Internet2/Abilene GPN connected all states to Internet2/Abilene 
network as a gigapop. 3 states now connected network as a gigapop. 3 states now connected 
and 4 are collaborating partnersand 4 are collaborating partners
GPN has a history of network infrastructure GPN has a history of network infrastructure 
collaboration collaboration -- Midnet (1987) then GPN (1997)Midnet (1987) then GPN (1997)
Can this history be turned into a Can this history be turned into a 
collaborative research and education collaborative research and education 
environment using middleware?environment using middleware?
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Project BasisProject Basis

Using Using ShibbolethShibboleth for interfor inter--institutional institutional 
authentication for collaboration in a VOauthentication for collaboration in a VO
Using Using MACEMACE Entitlements for fineEntitlements for fine--grained grained 
authorization to access specific resourcesauthorization to access specific resources
Enabling access to Enabling access to gridgrid--based resourcesbased resources
Deploying applications to demonstrate the Deploying applications to demonstrate the 
integration in actionintegration in action
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Progress to DateProgress to Date

Strategic planning on a regional basis to deploy Strategic planning on a regional basis to deploy 
Shibboleth authentication for collaborative Shibboleth authentication for collaborative 
activities including gridactivities including grid--based applicationsbased applications
Campus middleware assessment on campuses to Campus middleware assessment on campuses to 
determine impediments to moving forwarddetermine impediments to moving forward
Build a middleware test bed on two campuses to Build a middleware test bed on two campuses to 
demonstrate interoperability for limited demonstrate interoperability for limited 
applications (now being deployed at 4 sites)applications (now being deployed at 4 sites)
Attend and conduct workshops focused on Attend and conduct workshops focused on 
middleware deployment (e.g., Shibboleth, Grid)middleware deployment (e.g., Shibboleth, Grid)
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ChallengesChallenges

Dealing with policy issues among multiple Dealing with policy issues among multiple 
institutionsinstitutions
Defining entitlements for coarseDefining entitlements for coarse--grained and grained and 
finefine--grained authorizations under control of VOgrained authorizations under control of VO
Developing a strategy for authorizing and Developing a strategy for authorizing and 
managing entitlements with standardized tools managing entitlements with standardized tools 
(e.g., Signet and Grouper) in a federation(e.g., Signet and Grouper) in a federation
Moving a test bed environment toward a Moving a test bed environment toward a 
production level environment with a production level environment with a 
broader scope to support regional research broader scope to support regional research 
and education activitiesand education activities
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Grid Computing Grid Computing 
at MU & UARK & at MU & UARK & ……

Have two grid computing resources from which Have two grid computing resources from which 
to chooseto choose
MU grid focused on data repository and MU grid focused on data repository and BioSciBioSci
applicationsapplications
UARK grid focused on MPI program UARK grid focused on MPI program 
development and executiondevelopment and execution
Now Now …… adding 3 clusters donated by Sun adding 3 clusters donated by Sun 
to GPN to develop shared GPN Grid to GPN to develop shared GPN Grid 
resources located at KU, MU, NU and UARK resources located at KU, MU, NU and UARK 
to enable distributed grid deployment with to enable distributed grid deployment with 
multiple services in a VO, which is multiple services in a VO, which is 
independent of any particular institution.independent of any particular institution.
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Crick authentication promptCrick authentication prompt

A Quick Tour A Quick Tour ……
Authenticating at CrickAuthenticating at Crick
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ShibShib Target Target -- on Crickon Crick
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GPN MACE EntitlementsGPN MACE Entitlements



NSF/CRCC 04/27/06NSF/CRCC 04/27/06 GPN Regional VOGPN Regional VO 1414

Main MenuMain Menu
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Grid Computing at MUGrid Computing at MU
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Grid Computing at UARKGrid Computing at UARK
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UARK UARK WebMPIWebMPI TargetTarget

Note: we got here by passing Note: we got here by passing ShibShib credentials obtained to credentials obtained to 
authenticate at MU SP site to UARK and the entitlements of the authenticate at MU SP site to UARK and the entitlements of the 
requestor included requestor included WebMPIWebMPI, which was accepted by the UARK , which was accepted by the UARK 
SP based on a trust relationship with MU SP. No separate SP based on a trust relationship with MU SP. No separate 
authentication was required for access.authentication was required for access.
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Ready to ComputeReady to Compute
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Open ProblemsOpen Problems

Administering Administering eduPersoneduPerson entitlements using entitlements using 
common, secure, and authorized tools among common, secure, and authorized tools among 
the VO institutions (that conform to institutional the VO institutions (that conform to institutional 
policies) policies) …… plus those of plus those of GridShibGridShib, Signet, , Signet, 
Grouper, Grouper, GlobusGlobus, OSG, , OSG, CABigCABig, , IRBsIRBs, , ……
There are almost as many CA authorities as There are almost as many CA authorities as 
there are users there are users …… and trust relationships among and trust relationships among 
them are mostly nonthem are mostly non--existantexistant. . 
Identifying and refining the entitlements for Identifying and refining the entitlements for 
hierarchical and peer relationships are out of the hierarchical and peer relationships are out of the 
hands of the VO itself. The entitlements hands of the VO itself. The entitlements mustmust be be 
independent of independent of IdPIdP..
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Open Problems (cont.)Open Problems (cont.)

Differing institutional policies makes it difficult to get Differing institutional policies makes it difficult to get 
everyone on the same page. Some institutions doneveryone on the same page. Some institutions don’’t t 
have an institutional have an institutional IdPIdP or a compatible one that can be or a compatible one that can be 
used in this environment.used in this environment.
Collaboration is between and among individuals, but Collaboration is between and among individuals, but 
encouraging their involvement is difficult in such a encouraging their involvement is difficult in such a 
diverse environment when they dondiverse environment when they don’’t have any t have any 
input/control in the process to let them collaborate .input/control in the process to let them collaborate .
Individuals not part of some institution cannot Individuals not part of some institution cannot 
participate without special action by VO and some participate without special action by VO and some 
participating institution.participating institution.
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What is the Pay Off ?What is the Pay Off ?
Success or Failure?Success or Failure?

Questions ?Questions ?


