
 

      

Internet2 and Box FAQ 

Updated 2012-03-14  

Frequently Asked Questions 

Internet2-Box Cloud Service Offering 
• Who i s Box and what se rvice s do they offe r? 
• What i s the  relati onship between Box  and Inte rnet2? 

Features 
• What fe ature s will the  service ha ve? 
• What applica tion s are  included with the Box  platform tha t are built by Box and part of the agree men t? 
• Can a ca mpus choose whi ch applicati ons a re deployed? 
• What i s the  Inte rnet2 NET+ Box  Storage  Bank? 
• What i s "marketa ble storage"? 

Security 
• What securi ty i s part of the Box se rvice? 
• Does Box comply wi th FERPA and HIP AA require ments? Wha t a bout gran t re quire ments for distri bution 

of data ? 

Eligibility & Enrollment 
• Do I have to be a  direct In terne t2 me mber to sign up for the In terne t2 NET+ Box servi ce? 
• When will the Box servi ce be a vailable to higher educa tion me mbe rs? Wh o can use this servi ce offe ring? 
• How doe s my in stitu tion sign up for the service ?  
• Can a portion of my institu tion sign up (e.g., a business school, medical school, or e ven a single 

departmen t)? 
• What happens if  I al ready have a box.ne t a ccount? 
• What happens when an account holder leave s the universi ty? 

Costs & Terms of Agreement 
• What will the se rvice  cost? 
• How will my campus be billed? 
• What happens if  we de cide to cancel the se rvice ?  
• The FAQ says that my pri cing depends on my sta tus a s a me mber of InC ommon  and Inte rnet2. What 

happens if my status change s? 

More Information 
• How can I find out more? How  can  I sta y informed a bout these servi ce s? 

Who is Box and what services do they offer? 
Founded in 2005, Box provides a secure  content and file sha ring collabora tion platform. C onten t on  Box  can  
be shared internally  and externally,  acce ssed through iPad, iPhone  and Android applica tion s, and ex tended to 
partner applica tions su ch as Google Apps, Ne tSuite  and Salesforce. He adquartered in Pal o Al to,  CA, Box  is a  
privately held company and is ba cked by ventu re capital firms Andree ssen Horowitz,  Draper Fisher 
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Jurvetson, E mergence Capital Partners,  Meri te ch Capital Partners, Scale Ven ture Partners, and U.S. Venture 
Partners. To learn more a bou t Box, plea se vi sit ww w.box.net.  

What is the relationship between Box and Internet2?  
Interne t2 has signed a Master Se rvi ces Agree men t (MSA) wi th Box tha t provides vari ous terms and 
conditi ons specifi c to the higher educa tion community. In addition,  Inte rnet2 i s working wi th Box to co-
develop a customized servi ce offering  that integrate s with the In terne t2 Netw ork and with InCommon to 
better mee t the needs of the In ternet2 community.  The final produ cti on service  will be  brokered by Interne t2 
and provided by Box. The  service will be a federa ted se rvi ce tha t leve rages InCommon and will be delivered 
over the In terne t2 Netw ork.  

Do I have to be a direct Internet2 member to  
sign up for the Internet2 NET+ Box service? 
No. Y our instituti on has to be  an InC ommon higher educati on participant (or join InC ommon as a  higher 
education parti cipant) in order to u se the se rvice . Dire ct Interne t2 members ge t an additi onal discount,  bu t 
membership in Inte rnet2 i s not re quired.  

When will the Box service be available to higher education members? 
Who can use this service offering? 
Interne t2 higher educa tion membe rs wh o are  InCommon subscribers will be a ble to sign up for a  full-service,  
customized Box  offe ring tha t incorporate s fede rated identi ty in to the servi ce, which we intend to have 
available by e arly 2012. Ameri can higher educa tion in stitu tions who a re not Interne t2 members but a re 
members of InCommon will also be a ble to subscribe for se rvice s a t that time  at a higher cost.  

Five universitie s are  currently part of an early ad opter program tha t will allow u s to identify any i ssue s 
before the public offering. The se schools a re C ornell Unive rsi ty; Indiana University; University of  California,  
Berkeley; Unive rsity of Mi chigan; and the University of  Notre  Dame.  

What features will the service have? 
The Interne t2-Box partnership is signifi cant in that it provides a meth od for campuse s to rapidly deploy a  
servi ce like  this to their entire  community—students, faculty and staff.   

The customized offe ring developed e specially  for the Inte rnet2 community will provide the benefi ts of an  
easy to use, readily adopted consume r servi ce while providing for all the  needs of higher educa tion  
instituti ons in cluding acce ss using campus single sign on l og-in; inte gra tion wi th ca mpus provisi oning and 
securi ty require ments; and a friendly, higher educa tion legal agree ment,  all bundled togethe r as a click 
through agreemen t for InCommon members.  

Other Box cloud collabora tion fe ature s include: 

1. Online Workspac es  
Create shared w orkspace s and ea sily invite  tea m me mbe rs to upload files, start discussi ons and colla borate  
online. 

2. File Sharing 
Easily share  large  files both within your company and wi th external partners replacing FTP software  and 
email atta chments. Y ou can even see when your file s are  downloaded!  

http://ctt.marketwire.com/?release=775380&id=497968&type=1&url=http%3a%2f%2fwww.box.net�
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3. Folder  Layers  
Create and organize multiple layers of folders replacing your file  server wi th an online company-wide  file 
system. 

4. Mobile Access  
View your files on any brow ser-ena bled mobile devi ce and use  Box 's apps on an Android Smartphone, iPhone, 
iPad, and Blackberry.  

5. File Commenting, Group Discussions and Online Documents  
Leave comments a tta ched to a specifi c document, sta rt a group discu ssion,  or create and share  a simple 
documen t.  

6. Updates  
Like a  newsfeed for your shared workspa ce, keep up with all activity via the Updates ta b in Box and through 
email.  

7. Version History 
View previou s ve rsion s of your file s even a fter change s are  made and new version s are  uploaded. *E nterprise 
only 

8. User Management 
Manage use rs e asily, con trol data  access and re view rep orts on conten t usa ge and a ctivi ty using  the Admin 
Console.  *Enterprise only  

9. Security Controls 
Set va rious levels of view and edit permi ssi on, se t up a time to au to-delete a  file or deactiva te a link, and 
password prote ct sensi tive folders or files *Enterprise only  

10. E asy-to -Use 
Minimize user training and support costs, elimina te software or hardware maintenan ce, and ge t sta rted in 
just minutes.  

11. Box Sync  
Sync desktop files to Box. Acce ss Box  folders and sha red files right from your de sktop. *Number of accounts  
with full sy nc cappe d for ini tial phase  

What applications are included with the Box platform that are built by 
Box and part of the agreement? 
Box for Android  
Box for Android Table t 
Box for Blackberry 
Box for Blackberry Playbook 
Box for Cha tte r 
Box for C ourier 
Box for iPad  
Box for Office  
Box for Ou tlook 
Box for Tou chpad 
Box We b Documen ts 
Simpleshare  
Salesforce   
Netsuite  
LinkedIn  
LinkedIn widge t 
Google Apps 
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Google Docs 
Box for iPh one 

Can a campus choose which applications are deployed? 
Yes, applicati on availa bility  is set by the ca mpus box  administra tor.  

What security is part of the Box service? 
All of the following securi ty me chanisms are  being reviewed by CISO represen tative s from ea ch of the  early 
adopter ca mpuses:  

Box.net hosts its servers a t multiple ge ographically separa ted, ente rprise -grade da ta cente rs in the United 
State s wi th a 99.9% netw ork upti me guaran tee, ongoing audits and 24x7x365 moni toring  and video 
surveillance. Da ta i s stored on  a se cure in ternal storage cluster behind an ente rprise -grade fi rewall, and we 
have redundant connections to multiple Inte rnet ba ckbone s. The softwa re passes every re quest through a 
carefully audited verification  code, which en sures that the u ser i s auth orized for the  action reque sted. Box  
stores local snapsh ots of data  and ba cks up all da ta daily to an  additional fa cility  in a third l oca tion.   

All user da ta is stored in encrypted form. Keys are  held by Box under stri cte st se curity .  

256-bit Se cured Socke t La yer ( SSL)  encryption i s used on the data be tween the end user and Box . Indexing of 
public files by sea rch engine s or robots i s disallowed, and all filename s a re encoded on ce they arrive on Box’s 
servers.  

Is da ta availa ble to third parties? 

When you upload a  file to Box,  it i s priva te by default and encrypted when stored.  Your file s are  only 
acce ssi ble to othe rs if  you  share them or make them public.  You can make  any shared file priva te again, or 
modify it so a password is required  to a cce ss i t. If you sha re a file  using a link,  tha t link will contain a unique 
ID made up of a  randomly gene rated combinati on of  letters and integers so humans cannot guess the locati on 
of th ose  files.  

While Box  holds the ke ys to encrypted da ta, this is held under strictest physi cal and personnel securi ty and i s 
only used when permission i s gran ted by the member insti tution.  

Box uses proven pa ssw ord and privilege  te chniques to validate  access to all applicati on data.  Unive rsi ty 
Administrators have full con sole access to set user privileges,  limi ting what individual accoun t holders can  
see and do on Box. The applicati on dete rmine s acce ss and presents only data  the user has permissi on to see. 
For furthe r se curity, an ad ministrator can set role -based permission s so that some viewers may only view 
data, not edit it. With the Enterprise  edition,  Box also displays a list of all the pri mary actions of  each of i ts 
users (d ownload, upload, dele te, log-in, e tc.), giving ad ministrators oversight on usage  in their accounts.  

Does Box comply with FERPA and HIPAA requirements? What about 
grant requirements for distribution of data? 
FERPA re quirements will be  supported when the  service  be come s generally  availa ble. Box doe s n ot have a 
HIPAA Busine ss Associate  Agreement in place becau se all data  is fully en cryp ted and Box will not a cce ss the 
data unless pe rmi ssi on is expli citly granted by the institu tion. We believe that Box  is compliant wi th most 
grants,  although specifi cs should be checked by the  insti tution.  

In addition, you a s the customer have to i mplemen t Box (leve raging the tool se ts provided) in a manner that 
is HIP AA compliant – Box cannot guarante e tha t ea ch cu stome r will leverage the appropria te tool se ts to 
configure  and implemen t Box to ensure HIPAA compliance.  
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To learn more a bout Box 's techn ology and their e fforts to e mpowe r customers to be H IPAA compliant, go to 
https://www.box.net/shared/0uanfcz9nz7ayygj902n. 

What is the Internet2 NET+ Box Storage Bank? 
Members subscri bing to this servi ce a re also au tomati cally enrolled in the Interne t2 NET+ Box Storage  Bank 
progra m that provides additional storage  for your campus for urgent or unplanned needs. If during the 
annual term of your su bscripti on your ca mpus ha s an unplanned need for additional storage,  Inte rnet2 NET+ 
Service s will provide up to 25% of your regular capaci ty a t no cost. At the end of the current subscription 
term, you would have the option of l owering your consump tion or purchasing additi onal storage.  

How does my institution sign up for the service? 
Interne t2 me mbers will be  a ble to purchase the new offering by signing an “En terprise  Customer Agree ment”  
(ECA) be tween the In ternet2 me mber and In terne t2. In subsequen t yea rs,  your Inte rnet2 me mbe rship, via  
the ECA, will simply ha ve a Box  renewal option built in.  

A trial offering will be availa ble allowing Inte rnet2 or InCommon schools a ccess to the full offering for 45 
days for 25 test a ccounts.  This will ena ble a ca mpus to e valuate the fea tures and benefi ts of  the servi ce before 
commi tting.  Once the trial period ends, campuse s will be a ble to subscribe  to the Box se rvi ce as the result of  a 
pre-negotiated a rrange ment developed by a  group of university counsel and Interne t2 with Box,  ba sed on the 
size of your insti tution.  You complete the Box Applicati on Form (available soon), and you will then be 
assigned a Box  service  te chnical a ccount represen tative  who will w ork with you to create a cu stomized 
environmen t, domain ( box .yourin sti tution.edu) and brand with your logo. Startup ti me is expected to be 
approxima tely one wee k to fully a cti vate  your domain, depending on the  number of signups in process.  

Can a portion of my institution sign up (e.g., a business school, 
medical school, or even a single department)? 
No, it mu st be  a single,  insti tution -wide su bscripti on. The benefits of an envi ron ment li ke Box are viral 
colla bora tion s and connection s tha t occur betw een individuals and groups by allowing the enti re community 
to quickly and ea sily sha re files.  Offering i t to a single department w ould generally cost more than the  full 
price of the  enterpri se Box servi ce. This progra m i s also intended to minimize the contracting effort for the 
members wi th su bstantive  and favora ble cost terms.  

What happens if I already have a box.net account? 
 If you or a me mber of your institu tion have  already crea ted an a ccount u sing your universi ty e mail addre ss,  it 
can be merged into the new servi ce offering when your school signs up. Account holders can be notified and 
offered the opportunity to crea te a  separa te pe rsonal account using another n on-university email addre ss if 
they ch oose.  

What happens when an account holder leaves the university? 
The decisi on is up to the university to maintain the  account as a university service as l ong as they choose, 
however a ccess to the a ccount is linked to fede rated pri vileges. On ce the ca mpus credential s are revoked,  the 
account can be re verted to a “personal account”  under the terms and conditions of  Box.net’s free or paid 
personal servi ces.  Specifi c de tails of these a ccount tran sition s are being worked out by early ad opter schools.  

https://www.box.net/shared/0uanfcz9nz7ayygj902n�
http://box.net/�
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What will the service cost? 
Box servi ce cost is based on the size of the instituti on and will initially consi sts of six tie rs of pri cing. The 
tera byte quantitie s listed are for actual, fully used stora ge. Most ca mpuses expect to be a ble to offer five  ti mes 
the stated capa city when ma rke ting the servi ce. For exa mple, a Tier 1 ca mpus w ould be a ble to plan for 100 
TB of marke ta ble capacity, which tran slate s to 20 TB of a ctual disk. N ote  that the annual su bscripti on fee  
includes parti cipation in the In terne t2 NET+ Box Storage Bank progra m ( see a bove). Total storage li mits are  
part of the  contra ct for ea ch instituti on (dete rmined by i ts "tier") .  Individual storage li mits can be  se t by ea ch 
instituti on as they see  fit.  

 

 

 

TIER 1 2 3 4 5 6 
Institution Size 

(Students, Faculty, Staff)  
1-10,000 10,001-

24,999 
25,000-
49,999 

50,000-
99,999 

100,000-
149,999 

150,000-
200,000 

Maximum Number of 
Box Accounts  

10,000 25,000 50,000 100,000 150,000 200,000 

Total Used Storage 
Allocation 

20 TB 50 TB 100 TB 200 TB 300 TB 400 TB 

Marketable S torage 100 TB 250 TB 500 TB 1000 TB 1500 TB 2000 TB 

              

Internet2 Member 
Annual Fee 

$29,000  $65,000  $116,000  $197,000  $287,500  $371,000  

Internet2 Member 
(One Time S tartup) 

$5,000  $5,000  $10,000  $10,000  $15,000  $15,000  

       

Non-I nter net2 M ember 
Annual Fee 

$33,125  $74,200  $132,500  $225,250  $328,600  $424,000  

Non-I nter net2 M ember 
(One Time S tartup) 

$5,700  $5,700  $11,400  $11,400  $17,100  $17,100  

 

Additional storage can be purchased for $20,000 per 10 TB (50 TB ma rke table)  per yea r added to any tier of  
servi ce.  

A 2.5% discount applies for a tw o-yea r subscrip tion prepayment and a 5% di scount for a  three -yea r 
prepayment.  The discount doe s not apply towa rd the one-time  startup fee.  

How will my campus be billed? 
The subscription year i s initially based on the 12-month pe riod beginning the fi rst of the  month in which your 
servi ce begins. The first year,  you will be billed according to the size of your institu tion wi thin 30 days of 
account a ctivati on for your first 12 months and the one-ti me sta rtup cost.  Subse quent yea r renewal s will be 
annual based on you r starting (anniversary) da te. Y our instituti on may choose  to change  the billing cycle 
after the first 12-month peri od.  
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What is "marketable storage"? 
When assigning quota s to individuals on  ca mpus, e ven with the same  qu ota,  usage can va ry widely.  So if you 
plan on 10GB quotas, one person may use 1GB while another may use 7GB. In that ca se, your ma rke table  
storage i s 2x10GB or 20GB but your actual usage i s only 1+7 or 8GB. Analysi s suggests the righ t ra tio for 
"marketa ble" to "actual used" storage  is approximately 5 to 1.  

What happens if we decide to cancel the service? 
Your ca mpus may decide to can cel at any poin t during the  su bscription  year which will cancel the automa tic 
renewal at the end of the calendar year.  No refunds a re provided for during the curren t ye ar of servi ce; 
however, you will have  until the end of the calendar year to migra te data ou t of Box a s necessary or 
individuals may choose to main tain personal accounts as appropriate  under agree ment directly wi th Box.net.   

The FAQ says that my pricing depends on my status as a member of 
InCommon and Internet2. What happens if my status changes? 
If your instituti on is currently n ot a  me mber,  but subseque ntly joins: Y our institu tion will be afforded the 
appropriate di scounts upon the nex t Box renewal.  

If your instituti on is currently a  me mber,  but s ubse quently drops  members hip ( your me mbership period might 
not coin cide with your Box subscription): The service functi ons and special pri cing are  dependent upon 
active  and continued me mbership in InCommon and In ternet2.  The functionality  of  the Box  service  depends 
upon acti ve participati on in InCommon federated  authenti cati on. Dropping InCommon me mbership could 
necessita te te rmina tion of the Box servi ce. The p ricing discoun ts a re provided for In terne t2 me mbers due to 
the administra tive efficiencie s that a re gained a s a result.  Dropping Interne t2 me mbership will necessita te an 
immedia te increase  in service p ricing.  

How can I find out more? How can I stay informed about these 
services? 
Please che ck the Interne t NET+ Se rvi ces we b page for regular updates (http://www .interne t2.edu/netplus/). 
You can al so send an e mail to NE Tplus@interne t2.edu. 

 

http://www.internet2.edu/netplus/�
mailto:box@internet2.edu�

